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Abstract
Contact tracing apps have been employed to control and contain COVID-19, with varying
consequences for everyday life, and implications for individuals’ rights to privacy.
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Introduction
During the COVID-19 pandemic, mobile technologies designed to combat the spread of the virus
have become embedded within everyday life. Australia and New Zealand were early adopters of
contact tracing technologies, which trace individuals’ everyday mobility to monitor and contain
infection. This entry examines the use of contact tracing apps in both countries during the pandemic,
and their legal and ethical implications for individuals’ rights to privacy.
Contact tracing technologies
Both Australia and Aotearoa-New Zealand designed and adopted bespoke national contact tracing
apps in the early months of the pandemic, and for many months, resisted adopting global designs,
including the ‘Gapple’ app.2,3 In Australia, a national ‘COVIDSafe’ app was launched on April 26,
and within four months, had over 6 million users. COVIDSafe relies on ‘enhanced manual tracing’4
to assist authorities with identifying and contacting people who may have been exposed to COVID19. The app uses Bluetooth technology to record a cryptographically-encoded handshake between
app-enabled phones that come within 2 metres of each other for more than 15 minutes. This data is
then recorded on both phones and automatically deleted after 21 days.5 When an individual receives
a positive test for COVID-19, health authorities obtain their consent to having the information on
their phones uploaded to a national COVIDSafe data store. Authorities then use the affected
individual’s location history to identify those they have had close contact with – and who also have
the app – and contact them with advice.6
COVIDSafe is designed to be a passive experience that requires little regular user engagement –
and has, therefore, arguably had minimal impact on everyday life.7 Users simply enter their name
and contact details into the app, which traces their location as they go about their daily tasks.
Researchers Howell and Potgieter therefore find that the Australian app has a high ease of use, and
provides an important complement to other contact tracing processes with little cost to the
individual.8 This passivity is, however, also identified as one of the app’s core flaws: Bluetooth
connections can experience various disruptions, and iPhone users have experienced particular issues
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with connectivity.9 As users are not required to actively engage with the app, these issues may go
unnoticed, even while they undermine the app’s efficacy.
Researchers have further observed that COVIDSafe is wholly reliant on public trust in the
government: users are only notified of a potential infection when they are contacted by public health
officials, and have no means of being instantaneously notified.10 Any bad press might therefore lead
to a decline in public confidence, and contribute to complacency with using the app. COVIDSafe has
already attracted significant negative publicity: a Victorian senator criticised the federal government
for being “dishonest” regarding the app’s effectiveness,11 while authorities themselves have
conceded that the app has experienced multiple technological glitches.12 While the Australian app
requires little from the public, its dependence on unreliable technology and public trust in the
government may continue to undermine its efficacy.
Meanwhile, Aotearoa-New Zealand’s national ‘NZ Covid Tracer’ app, launched on May 20,
employs a more active tracing approach.13 The app encourages users to create a “digital diary” of
places they have visited by scanning official QR codes, rather than tracing contact between
individuals.14 From August, all businesses and services, unless exempt, have been required to display
official posters displaying QR codes, which they can order from the Ministry of Health, in a
prominent place on or inside any vehicle or building used for the service.15 When users sign up for
contact alerts, the app provides automated alerts when they have checked into a location at the same
time as a confirmed or probable case of COVID-19, and they are warned to look out for symptoms.16
Covid Tracer therefore requires a more active approach: users must stay vigilant with their use of the
app by automatically checking into every venue they enter. Howell and Potgieter (2020) thus argue
that Aotearoa-New Zealand’s app has a high operation cost for individuals, who are therefore more
“likely to militate against its use.”17 Indeed, in the weeks after Auckland’s August cluster outbreak,
the app reached a peak of 2.5 million scans in the first week of September. However, by late
September, authorities expressed concerns that the population was becoming complacent, as the
number of scans began to decline.18 Covid Tracer’s high operation cost may therefore also impede
its use in the long-term.
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Legal and ethical implications of tracing mobility
Contact tracing technologies have multiple legal and ethical implications, which have raised
considerable concern amongst the general public. Commentators have frequently pointed out that
contact tracing effectively serves as a means of social control, by monitoring where we are, and who
we are with.19 Having our mobility and interactions so closely traced may breach our rights to
privacy, which are protected under international law.20 Members of the community have frequently
expressed concerns regarding these rights. A University of Melbourne survey indicates that of those
people who do not intend to download COVIDSafe in the future, the majority are concerned about
their privacy.21 Similarly, a poll by The Guardian illustrates that over half of their Australian
respondents are concerned about their privacy on COVIDSafe.22 Meanwhile, a survey conducted by
the Social Research Centre further indicates that a significant proportion of people who have not
downloaded the COVID-Safe app fear the safety of the app on their phones, don’t trust the
government with their data, and don’t want the government tracking them.23 Although many of us
often consent to having our mobility traced by sharing our location data – whether through dating,
food delivery, or mapping apps – the COVIDSafe example illustrates individuals’ caution regards
having their movements digitally recorded.
These sentiments carry additional salience within certain communities. Members of Sydney’s
Uighur community have reported feeling under surveillance by contact tracing technologies, which
have triggered their memories of living under social control in China.24 Many are fearful that their
data may be accessed by the Chinese government and used against their families.25 Many have also
reported feeling a sense of mistrust towards the wider community, and fear being reported to
authorities for any perceived breaches of regulations.26 Media coverage of COVID-19 outbreaks and
contact tracing provide additional evidence of a rise in community mistrust. In July, several media
outlets reported that three young women who had travelled from Queensland to Victoria to attend a
party had tested positive for COVID-19, provoking a barrage of criticism across the country.27 In
August, The Sydney Morning Herald reported the case of a Sydney man who had a “weekend
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bender”, visiting 7 bars and restaurants in the inner-city.28 This coverage is not without prejudice:
critics point out that the women who travelled to Victoria were clearly not white – a fact that attracted
racialised hostility towards African communities on social media – and that white Australians do not
receive anywhere near as much scrutiny.29 This rise in mobility surveillance has therefore seeped
into civil society, as ordinary people increasingly assume the task of monitoring others’ compliance
– particularly that of racialised peoples – with governmental restrictions. In this environment, it is
easy to imagine that many are fearful of having their rights to privacy impinged through mobile
technologies.
Both countries have, however, taken various steps towards protecting individuals’ personal
information. The Australian government suggests COVIDSafe users may use a pseudonym on the
app if they prefer. Meanwhile, in May, a legal framework of privacy protections, overseen by the
Office of the Australian Information Commissioner, was established under Part VIIIA of the Privacy
Act 1988. The legislation prohibits anyone being required to download or use the app, limits the
purposes for which data from the app can be collected, used or disclosed, and requires data to be
deleted when it is no longer needed.30 In Aotearoa-New Zealand, only personal information and
contact details are provided to the Ministry of Health, while all other information is only stored on
users’ phones, and digital diary entries are automatically deleted after 60 days.31 New Zealand’s
Ministry of Health further released a ‘Privacy Impact Statement’, which assesses the risk to
individuals’ privacy as low.32 Civil Liberties NZ chairperson Thomas Beagle however expresses
concern that these privacy measures are not protected by law, and should be legislated for stronger
protection.33 Critics further point out that a decentralised model, such as that employed by ‘Gapple,’
that keeps all data on users’ own devices, is safer than both countries’ centralised models.34
Still, not everyone is particularly concerned about their privacy. Research in Aotearoa-New
Zealand suggests that individuals are comfortable with sharing their data if they see value in it for
themselves, their family and community, and if they trust that their data will be kept secure.35
Australians have also illustrated a willingness to suspend their rights to privacy through other means:
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19 patients and returning international travellers in quarantine,36 with apparently little concern for
these measures’ potential dangers, e.g. their potential for disproportionate impact on racialised and
minoritised peoples. These events perhaps again point to the wider community’s trust – whether or
not it is deserved – in public institutions.
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